ABSTRACT Network coding is one of the key technologies to improve the throughput, efficiency, and reliability of two-way relay networks (TWRNs). However, it also brings some new security problems when the physical layer security is considered. In this paper, we present security network coding schemes with key generation from multipath channels to enhance the security performance for TWRN. First, a joint key generation (JKG) approach is proposed, which generates secret keys based on channel impulse responses of multipath channels. Different from the traditional approaches, key exchange is not necessary for the JKG approach such that the eavesdroppers cannot obtain any information about secret keys. Then, an adaptive quantization algorithm is proposed to adaptively choose different parameters for quantization in key generation, which can improve the secret key rate with an acceptable secret key disagreement probability and can still work even if the SNR is low. Finally, security network coding systems are constructed to combine the key generation approaches with the proposed algorithm. Simulation results show that the proposed schemes are valid and secure against wiretap attacks.
security and secret key-based secrecy [5] . The keyless security is achieved by designing transmit coding strategies, such as artificial noise injection [6] , beamforming [7] , lattice codes [8] , and structured interference [9] . In [10] , Wang et al. proposed a hybrid cooperative beamforming and jamming mechanism for physical layer security of an amplify forward (AF)-TWRN. In [11] , Karpuk and Chorti investigated physical layer network coding schemes with embedded perfect secrecy by exploiting structured interference in TWRN. In [12] , Forutan and Fischer studied the coset coding applied on the nested lattice codes to achieve information theoretic security in network coding. In [13] , Deng et al. studied a physical layer security enhancement scheme based on artificial noise in analog network coding systems.
Key generation from wireless channels is a way to achieve the secret-key based secrecy in the physical layer, which exploits the wireless communication medium to develop secret keys over public channels [14] . This is because that wireless channels have the inherent properties of reciprocity, spatial variability and temporal variation [15] . The secret key can be generated from channels based on different features, such as the strength, envelop and phase of the received signal [16] [17] [18] , the channel impulse response (CIR) and channel frequency response (CFR) of channels [19] , [20] .
For the application of key generation from wireless channels in TWRN systems, the researches mainly focus on the relay-assisted key generation [21] , [22] . In TWRN systems shown in Fig. 1 , there are no direct channels between two legitimate users (Alice and Bob), and channels between the legitimate users (Alice and Bob) and the relay (Relay) can act as random sources for key generation. Due to channel reciprocity, the channel response from Alice to Relay is the same as the channel response from Relay to Alice, which is denoted as h A . Similarly, the channel response between Bob and Relay is denoted as h B . So Alice and Relay can gain the secret key k A from h A , Bob and Relay can gain the secret key k B from h B . For spatial variability, the channel response between legitimate users and Eva is uncorrelated with h A and h B , so Eva cannot generate the correct secret keys. Through key generation from wireless channels in TWRN systems, Alice can gain k A but do not know k B generated by Bob. Generally, the key exchange between Alice and Bob via Relay is required in TWRN. In [21] , the exclusive-or (XOR) operation of two secret keys (k A ⊕ k B ) was transmitted by Relay such that the secret keys can be exchanged between Alice and Bob. But the XOR operation of two secret keys can also be listened by the illegal user (Eva), which may disclosure some information. Hence, a significant challenge is to reduce the risk of key disclosure during its exchange. In [23] , the key generation approach without key exchange was proposed, in which the product of two channel gains (the channel gains between Alice and Relay and between Bob and Relay) can serve as the common randomness for the secret key generation. This approach is suitable for key generation based on the feature of received signals [21] [22] [23] , but not suitable for key generation based on CIRs of multipath channels. Moreover, a secure network coding system with key generation consists of two core phases: key generation phase and information transmission phase. Previous researches mostly focus on the key generation approach in key generation phase, but few on the encryption and decryption process in information transmission phase. Different from the aforementioned works, we build a security network coding TWRN system and concentrate on both key generation approach in key generation phase and data encryption in information transmission phase.
In this paper, we apply the physical layer security technique with key generation based on CIRs of multipath channels in a TWRN system with network coding. A joint key generation (JKG) approach is proposed which performs in key generation phase and applies the convolution of two CIRs to generate secret key. Hence, the information leak for key exchange is avoided, and the legitimate users can get the same secret key naturally during the key generation. Then, we evaluate the secret key capacity of the TWRN system. Furthermore, we propose an adaptive quantization algorithm to adaptively convert different parameters of channels into a sequence of secret key bits. This algorithm can significantly improve the secret key rate, and the performance of which is still acceptable when the SNR is low. Finally, we construct a security network coding scheme with data encryption using secret keys generated from channels, which combines key generation from channels with network coding.
The rest of this paper is organized as follows. In Section II, we introduce two classical key generation approaches, and then propose a joint key generation approach. In Section III, we evaluate and compare the secret key capacity of three key generation approaches. In Section IV, we propose the adaptive quantization algorithm of key generation based on CIRs. In Section V, we construct two security schemes which combine network coding system with key generation. In section VI, we present simulation results to validate our models and algorithms. In section VII, we conclude this paper.
II. KEY GENERATION APPROACH
The classical procedure of key generation from channels includes four steps: channel probing, quantization, reconciliation, and privacy amplification [19] , which perform in key generation phase. First, the channel state information (CSI) is estimated during the channel probing step. Then, the obtained CSI is converted to binary bit sequences during the quantization step. Reconciliation and privacy amplification are performed to reconcile bit discrepancies and improve the randomness of the generated keys [15] . In this paper, we concentrate on the first two steps. The key generation approaches performed during the channel probing step are studied in this section, and the quantization method performed during the quantization step will be studied in section IV.
The correct key generation is based on the accuracy of the estimated CSI. The channel impulse response (CIR) and channel frequency response (CFR) are two kinds of CSI, here we use the channel impulse response (CIR) to generate secret keys. There are two classical key generation approaches used in relay-assisted key generation, i.e., single key generation (SKG) approach [24] and concatenation single key generation (CSKG) approach [21] , which are introduced as follows.
A. CLASSICAL KEY GENERATION APPROACH
A classical key generation approach is shown in Fig. 2 , which adopts network coding to exchange the keys generated from channels over Relay. The total procedure is done during four time slots. In the 1st time slot, Alice first sends a known training sequence to Relay, then Relay gains h AR via channel estimation and distills k A from h AR , where h AR is the estimated CIR from Alice to Relay. In the 2nd time slot, Bob sends a known training sequence to Relay and Relay gains h BR to generate the key k B , where h BR is the estimated CIR from Bob to Relay. We assume the channel estimation is perfect such that h AR = h RA = h A and h BR = h RB = h B , where h RA is the estimated CIR from Relay to Alice, and h RB is the estimated CIR from Relay to Bob. During the first two time slots, the key generation is finished at Relay. In the 3rd time slot, Relay sends a known training sequence to Alice and Bob, Alice (Bob) gains h RA ( h RB ) via channel estimation and distills k A ( k B ). In the 4th time slot, network coding is adopted at Relay with a simple XOR operation k A ⊕ k B . Alice can gain k B from k A ⊕ k B received in the 4th time slot since k A is obtained in the 3rd time slot. Bob gains k A as the same way. Finally, the key generation and exchange between Alice and Bob can be achieved during the four time slots. However, during the 4th time slot, k A ⊕k B can also be obtained by eavesdroppers. Hence, for the SKG approach, Alice and Bob use the generated keys k A and k B respectively. But the lengths of k A and k B may be not the same, which causes that some bits of the longer key will be discarded. To overcome this limitation, the CSKG approach is proposed in [21] where Alice and Bob use the same key concatenating k A and k B . Generally, the key rate of the CSKG approach is larger than that of the SKG approach. As stated that the exchange of secret keys of the SKG and CSKG approaches may disclosure some information. To address this problem, we propose a new key generation approach called joint key generation (JKG) approach to avoid key exchange.
B. PROPOSED KEY GENERATION APPROACH
As shown in Fig. 3 , the proposed JKG approach uses the convolution of estimated CIRs to generate secret keys. Hence, the legitimate users can get the same secret key without key exchange. The total procedure includes four steps, each of which corresponds to a time slot.
In the 1st time slot, Alice sends a known training sequence to Relay. While in the 2nd time slot, Relay sends the received signal from Alice to Bob directly. Bob thus gains h AR ⊗ h RB via channel estimation and then obtains the secret key k AB . Similarly, Alice can gain h BR ⊗ h RA and obtain the secret key k BA during the 3rd and 4th time slots. Assume that the channel estimation is perfect, thus have h AR ⊗ h RB = h A ⊗ h B , and
where k BA and k AB are generated by Alice and Bob respectively. It is obvious that Alice and Bob can generate the same secret keys without key exchange, due to which the eavesdroppers cannot gain any information about the generated secret keys. Hence, the security performance of the proposed JKG approach is superior to that of the classical approaches.
III. SECRET KEY CAPACITY
In this section, we evaluate the secret key capacity of the proposed JKG approach. First, we give the preliminaries according to [25] , [26] . Then, we give the expressions of secret key capacity based on the preliminaries.
The preliminaries are given as follows. Denote the L-path fading channel between node X and node Y as H , where the average power of each path is given as p l . Then, the channel observations of node X and node Y are given by H X = H +Z X and H Y = H + Z Y , respectively, where Z X and Z Y serve as noises corrupting the channel observations at X and Y, respectively, Z X ∼ CN (0, σ 2 X ) and
e. , one-path fading channel case, the mutual information between H X and H Y according to [25] is given by
For simplicity, we consider the case that
, from Eq. (1), the mutual information between CIR observations on the l-th path is
Based on Eq. (2), we then compute the mutual information for the multipath channel case, for which it is difficult to obtain a closed-form expression. However, an upper bound can be derived according to [26] , which is given by 
. The noise power is denoted as σ 2 .
Denote L = min(L A , L B ) . To evaluate the key capacity of the SKG approach, we take the case that L = L A as the example. From Eq. (3) , the key capacity of the SKG approach is given by
where
σ 2 is the signal to noise ratio for the reference path. Then, the secret key capacity of CSKG is given by (5) where
σ 2 is the signal to noise ratio for the reference path. Finally, the key capacity of JKG is is the signal to noise ratio for the reference path.
We assume that h A is a WG4 Case3 channel, which has four paths with relative average power {0 −3.0 −6.0 −9.0} (dB), and h B is an ITU PA3 channel, which also has four paths with relative average power {0 −9.7 −19.2 −22.8} (dB). Under these parameters, the secret key capacity of three key generation approaches (SKG, CSKG and JKG) is shown in Fig. 4 . From Fig. 4 , we know that when the SNR is small (≤ 15 dB), the performances of the JKG approach and the CSKG approach are mostly the same. As the SNR increases, the secret key gap between the CSKG approach and the JKG approach becomes larger. But the secret key of the JKG approach is always larger than that of the SKG approach. Compared with the CSKG approach, the proposed JKG may depress the secret key capacity but the key exchange is avoided to reduce the risk of key disclosure.
IV. PROPOSED ADAPTIVE QUANTIZATION ALGORITHM
The classical procedure for key generation from channels includes four steps: channel probing, quantization, reconciliation and privacy amplification. The CIRs are extracted during channel probing. Quantization is typically used to convert the extracted values into bits. Let q = log 2 Q , where q is the number of quantization bits and Q is the number of quantization levels. The key rate in term of bits per channel observation increases as q increases. Many parameters about CIRs can be used for quantization. In the following subsections, we present three quantization methods with different parameters for key generation.
A. QA1 METHOD
We first present the QA1 method, where the in-phase component Re(h l ) and the quadrature component Im(h l ) are separately quantized. With this method, the secret key rate of the SKG approach is given by
the secret key rate of the CSKG approach is given by
and the secret key rate of the JKG approach is given by
B. QA2 METHOD
We then introduce the QA2 method, which quantizes the average power of each path h l 2 . The secret key rates for the SKG approach, the CSKG approach, and the JKG approach with QA2 are denoted as R 2SKG , R 2CSKG , and R 2JKG , which are respectively given by
C. QA3 METHOD Finally, the QA3 method is presented, which quantizes the average power of channelp = 
Note that the secret key capacity is an upper bound of the secret key rate. Hence, the choice of q should satisfy this constraint. Under this constraint, we then find the optimal number of quantization bis. The optimization problem is formulated as follows.
where q is an integer, R is the secret rate showed in Eqs. (7)- (15), C is the approximate key capacity showed in Eqs. (4)- (6) . Denote the optimal solution for Eq. 16 as q * . Besides the secret key rate, the secret key disagreement probability is another important factor of secret keys. Due to asymmetrical channel probing and noise, there is a certain deviation between channel parameters obtained by both pairs. This deviation will lead to disagreement between secret keys generated separately by both pairs. The size of deviation is proportional to the number of quantization bits and the noise power. That is to say, as the number of quantization bits or the noise power increases, the secret key disagreement probability increases. The effect of number of quantization bits and the noise power (SNR) on the secret key disagreement is shown in Fig. 5 . From Fig. 5 , we know that with a given SNR, the secret key disagreement probability of the QA3 method is lowest and of the QA1 method is highest. It is because that the average power of all channel paths quantized by the QA3 method and the average power of each channel path quantized by the QA2 method are statistical characteristics of channels and less sensitive to Gaussian noise (including channel estimation error) than the in-phase component and the quadrature component quantized in the QA1 method. Moreover, since the QA3 method uses the average power of all channel paths, which are more robust than the QA2 method. Furthermore, as the SNR increases, the secret key disagreement probability for each quantization scheme reduces. From Eqs. (7)- (15), we know that the secret key rate is an linear function with respect to the number of quantization bits. Given q, it is obvious that the secret key rate of the QA1 method is largest and of the QA3 method is smallest. Hence, the tradeoff between the secret key rate and the secret key disagreement should be considered for the quantization methods. To address this issue, an adaptive quantization algorithm is proposed, which is summarized in Algorithm 1. The basic idea of Algorithm 1 is to maximize the secret key rate with the minimal number of quantization bits. Hence, we first use the QA1 method, then the QA2 method, and finally the QA3 method.
Algorithm 1 Algorithm for the Adaptive Quantization
• Step 1: Derive secret key capacity by Eqs. (4)-(6).
• Step 2: Find q * by Eq. (16), where the secret key rate R is derived by Eqs. (7)- (9). If q * > 0, choose QA1 to generate secret keys. Otherwise, go to Step 3.
• Step 3: Find q * by Eq. (16), where the secret key rate R is derived by Eq. (10)- (12). If q * > 0, choose QA2 to generate secret keys. Otherwise, go to Step 4.
• Step 4: Find q * by Eq. (16), where the secret key rate R is derived by Eq. (13)- (15). If q * > 0, choose QA3 to generate secret keys. Otherwise, key generation is failed. Using the proposed adaptive quantization algorithm, the secret key rates of the SKG approach, the CSKG approach, and the JKG approach are shown in Fig. 6, Fig. 7 , and Fig. 8 , respectively. We take the results shown in Fig. 8 to discuss the proposed algorithm. In Fig. 8 , when the SNR is not smaller than 14 dB, the QA1 method is chosen for quantization. When the SNR is larger than 10 dB and smaller than 14 dB, the QA2 method is used to quantize the average power of each path into bits. When SNR is not larger than VOLUME 6, 2018 10 dB, the QA3 method is chosen to quantize the average power of all channel paths into bits.
Using the proposed adaptive quantization algorithm, the secret key disagreement probabilities of the SKG/CSKG approach and the JKG approach are shown in Fig. 9 . It can be observed that as the SNR increases, the QA3 method, the QA2 method, and the QA1 method are sequentially taken to quantize bits. Moreover, the secret key disagreement probability of the JKG approach is higher than that of the SKG/CSKG approach. It is because that the amplify-andforward relay scheme is adopted for the JKG approach such that the noise power is also amplified.
We then compare the proposed algorithm with the existing quantization algorithms that only one of the three quantization methods mentioned above is used with all SNR. If only the QA1 method is used, the secret key rate of the JKG approach is equal to zero when the SNR is smaller than 14 dB as shown in Fig. 8 If only the QA2 method is used, the secret key rate of the JKG approach is equal to zero when the SNR is smaller than 10 dB as shown in Fig. 8 , and the secret key disagreement probability for the QA2 method is 0.1 while for the proposed algorithm is equal to zero when the SNR is equal to 25 dB as shown in Fig. 5 . If only the QA3 method is used, the secret key rate of the JKG approach is equal to zero when the SNR is smaller than 1 dB, but the secret key disagreement probability for the QA3 method is approximately equal to 1, while for the proposed algorithm is equal to zero when the SNR is equal to 25 dB as shown in Fig. 5 .
In conclusion, Algorithm 1 is proposed to choose one of the three quantization methods adaptively with optimal performance, which can improve the secret key rate with an acceptable secret key disagreement probability and can still work even if the SNR is low.
Remark 1: In this paper, we assume that the perfect CSIs are available at the legitimate users and relay. However, it is difficult to obtain the perfect CSIs in practice. If the imperfect CSIs are used, the QA1 method fails to quantize bits, but the QA2 and QA3 method still work since they use the statistical characteristics of channels. Hence, the proposed algorithm still works for the imperfect CSIs scenario.
V. SECURE SCHEMES
After generating secret key during the key generation phase, we then turn to the information transmission phase, where useful information is first encrypted, then transmitted, and finally decrypted. In a TWRN system with network coding, we consider two network coding schemes at Relay, i.e., straight forward network coding (SFNC) scheme and the physical layer network coding (PLNC) scheme, based on which we build two security network coding systems with secret key generated from CIRs.
A. SECURITY SCHEME IN SFNC SYSTEM
We first introduce the security SFNC system, which is shown in Fig. 10 . In this system, three time slots are required to achieve security SFNC. The details are given as follows.
In the 1st time slot (black line), the bits s A from Alice are first encrypted by the secret keys generated from CIRs based the approaches introduced in Section II. E K A (•) denotes encryption algorithms. The encrypted bits c A are then modulated to x A , which are transmitted to Relay through wireless channel h A . Finally, Relay obtain the encrypted bits c A after channel equalization and demodulation sequentially. In the 
and Bob obtains c A with the XOR operation of c A ⊕ c B and c B , which is described as follows
Finally, Alice decrypts c B with K B to gain s B and Bob decrypts c A with K A to gain s A .
B. SECURITY SCHEME IN PLNC SYSTEM
We then introduce the security PLNC system, which is shown in Fig. 11 . In this system, the security PLNC is achieved during only two time slots. Alice obtains s B and Bob obtains s A after some operations as described in the 3rd time slot of the security SFNC system. Note that Relay in the PLNC system does not decode its received signals from Alice and Bob and directly maps the combined signals into network-coded symbols. For more details, please refer to [28] , [29] .
C. THE CHOICE OF ENCRYPTION ALGORITHMS
In the subsection, we briefly discuss the encryption algorithm used in the security SFNC system and the security PLNC system. Since the three parts share the same secret keys, we only discuss the symmetric key cryptography algorithms. It is know that the XOR operation is a simple encryption algorithm. However, the XOR operation cannot be applied in both the security SFNC system and the security PLNC system, since the unencrypted information may be gained by the eavesdroppers. Fortunately, some symmetric encryption algorithms with high-complexity, e.g., DES, AES, and RC2, can be used in the proposed security systems. In this paper, we use DES as the encryption algorithm in [30] .
VI. SIMULATION RESULTS
In this section, we present simulation results and analysis. To simplify the descriptions, the SFNC system with the SKG approach, the PLNC system with the SKG approach, the SFNC system with the CSKG approach, the PLNC system with the CSKG approach, the SFNC system with the JKG approach, and the PLNC system with the JKG approach are termed as SFNC-SKG, PLNC-SKG, SFNC-CSKG, PLNC-CSKG, SFNC-JKG, and PLNC-JKG, respectively. The simulation parameters are given as follows. h A is a WG4 Case3 channel, the relative average path power of which is given by {0 −3.0 −6.0 −9.0} (dB). h B is an ITU PA3 channel, the relative average path power of which is given by {0 −3.0 −6.0 −9.0} (dB). We take Algorithm 1 for secret key generation, QPSK for modulation adopted, and DES for encryption.
We investigate the effect of SNR on bit error rate (BER) for different systems, which are shown in Fig. 12, and Fig. 13 , From the two figures, we have the following observations. The first one is that the BER of the security SFNC system is lower than that of the security PLNC system. The second one is that Eva fails to eavesdrop since the BER achieved by Eva is approximately equal to 0.5. The third one is that Alice and Bob can only communication with each other in security when the SNR is larger than some thresholds, which are 2 dB for the SKG approach or CSKG approach, and 1 dB for the JKG approach.
VII. CONCLUSION
In this paper, we have investigated security network coding schemes with key generation from multipath channels in TWRNs. First, we have designed the JKG approach to generate secret key without key exchange. Then, we have proposed an adaptive quantization algorithm to adaptively choose the quantization method in key generation. Finally, we have constructed the security network coding systems, which integrate the key generation approaches with the proposed algorithm. In future work, we will use the CFR of channels to generate secret key.
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